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1. Graphus Application Activation

Notes
The activation process has to be carried out by the global administrator of Azure AD for your
organization.

Steps

1. Login to Office 365 portal and select Admin.
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2. Under Admin centers, click Azure Active Directory.

Microsoft 365 admin center

GRAPHUS
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Graphus 2 Search users, groups, settings or tasks —+ Add card
Essentials
User management Billing B Training & guides (
User management 0.00 vouitoence 8 rining for aamins \
B Microsoft 365 tutorials and videos
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}4 Customized setup guidance
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3. Inthe Azure Active Directory admin center, click Azure Active Directory.

Azure Active Directory admin center

Dashboard
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5. Inthe Register an application page, enter the name as Graphus and select Supported
account types as Accounts in this organizational directory only. In the Redirect URI section,
select Web and enter https://eucloud.graph.us/login as the URL. Then, click Register.

Azure Active Directory admin center

Dashboard > App registrations >

Edl Dashboard Register an application

= Al services

* FAVORITES
* Name

B Azure Active Directory L . . .
The user-facing display name for this application (this can be changed later),

& Users
Graphus -

nterprise applications

£, App registrations
Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (Graphus Inc only - Single tenant)

(O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

(O Accounts in any organizational directory (Any Azure AD directary - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose

Redirect URI (optional)

‘we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but 2 value is required for most authentication scenarios

Web ~ | [ ttpsi/eucloud.graph.us/login] v

By proceeding, you agree to the Microsoft Platform Policies '
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6. Copy and save the Application (client) ID. It will be used in a step later.

Dashboard > Graphus - App registrations > Graphus

Graphus

B overiew

i Quickstart

Manage

B eranding

3 Authentication
Certificates & secrets

9 API permissions

& Expose an AP

Owners

Hl Manifest

Support + Troubleshooting

K Troubleshcating

2 New support request

“

@ Delete @& Endpoints

Display name i Graphus Supported account types  © My organization only
Application (client) ID : 0b23712e-1e30-4cd6-bcd2-e897167005ad Redirect URIs = 1 web, 0 public client
Directory (tenant) ID  : 9ff61353-31f6-42%a-8d65-a331181284684 Managed application in ... : Graphus

Object ID ! 9446bb16-8d5d-444c-bs9e-dsobofrcfa90

»

o Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)? Learn more

Call APIs Documentation
a Microsoft identity platform
,ﬁ Eg] Authentication scenarios

Authentication libraries
Code samples

@' = @ Microsoft Graph
Glossary

Build more powerful apps with rich user and business data Help and Support

from Microsoft services and your own company's data
SOUrces,

View API Permissions

7. Inthe Manage section, select Certificates & secrets. Upload the certificate file generated from
Graphus MSP portal.

Dashboard » Graphus - App registrations * Graphus - Certificates & secrets

Graphus - Certificates & secrets

1B overview
@4 Quickstart
Manage

B8 Branding

—3 Authentication

“

Certificates & secrets

- API permissions

& Expose an AP|

¥ owners

B Manifest

Support + Troubleshooting

F e Troublesheoting

[l

4 New support request

Credentizls enable applications to identify themselves to the authentication service when receiving tokens at 2 web addressable location (using an HTTPS scheme). For 2
higher level of assurance, we recommend using 2 certificate (instead of 2 client secret) as 2 credential.

Certificates

Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.

Upload certificate 2

THUMEFPRINT START DATE EXFIRES

Mo certificates have been added for this application.

Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Alse can be referred to as application password.

T New client secret

DESCRIPTION EXPIRES VALUE

Mo client secrets have been created for this application.
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8. The uploaded certificate file should look like the one depicted below in the Certificates section.

Dashboard > Graphus - App registrations > Graphus - Certificates & secrets

Graphus - Certificates & secrets

«
B Overview Credentials enable applications to identify themselves to the authentication service when receiving tokens at 2 web addressable location (using an HTTPS scheme). For a
higher level of assurance, we recommend using a certificate (instead of 2 client secret) as 2 credential.
4 Quickstart
Certificates
Manage
Certificates can be usad as secrets to prove the application’s identity when requesting 2 token. Also can be referred to as public keys.
B8 Branding
T Upload certificate
2 Authentication
THUMBPRINT START DATE EXPIRES
Certificates & secrets
. EF28CE48CH5741F5F21009F443892948065C4AFA 5/12/2018 5/9/2029 ]
< AP permissions
& Expose an AP
¥ Owners
Hl Manifest Client secrets

Support + Troubleshooting A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

K Troubleshooting T New client secret

2 New support request DESCRIPTION EXPIRES VALUE

Mo client secrets have been created for this application.

9. Inthe Graphus — Certificates & secrets page, click New client secret, enter Graphus in the
Description field, select 24 months from the Expires dropdown menu, and click Add.

¥ admin center

- Graphus > Gra Add a client secret x
e Graphus | Certificates & secrets & - 2
= st raniom Fe— [ereetas ]
* e g T

Expmes 24 morahs |

B Azure active Directory

keris at 4 web bddressabile ks
sl

& .
& Users & Curckstan
B eoterprise applicaticns o ntegration aasistant s
Certificates
Mansge

Centificates can be ved 85 secrets 10 prove the appiic hert requesting & token &l can be refermed 1o a3 public keys

B rnding

D suthentication T Uplcaa centhoane
Cortificaes & secrets Thumbg et Start date Expires ]

OIADIBOSCIACTSFOPISADI0I0 TR A5 T0LESE HalyEe Trer2am0

Chent secrets

A xecr

Freview

M nanifost

Desription Ex wal ]
Suppart + Troubleshooting ik T A

N dient tacrets have botn crasted for this spphcation

cancel
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10. This will automatically generate a value which will be displayed under the Value field
corresponding to the client secret created in the above step.

chandra@graphuson...

Azure Active Directory admin center

GRAPHUS INC
Dashboard > App registrations > Graphus
e Graphus | Certificates & secrets  # x
= Al services
% FAMORITES D Got feedback?

B Azure Active Directory B overview =

@
aa Users & Quickstart Certificates

B Enterprise applications o o
¥ Integration assistant Certificates can be used as secrets 1o prove the application's identity when requesting a token. Also can be referred 1o as public keys.

® App registrations

Manage -

T Upload certificate
B Branding

Thumbprint Start date Expires o
D Authentication

357981 EIAFZDDISCE 1 FEBFZCFBFA406DGT TOERER B/18/2020 81672030 edee931b-ceB2-4a20-819¢-1003483ab... D [H]
Certificates & secrets

I Token configuration
AP permissions
& Expase an API Client secrets
& App roles | Preview A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password,

B! ownens

+ Mew client secret

a4 Roles and administrators | Preview

M Manifest

Deseription Expires Value o

Graphus 12/30/2290 GF TR EmEmaany ca3@2bSe-1a63-4a0¢-00c1-2dafes 202648 ©y [H]
Support « Troubleshooting

2 Troubleshooting

M s emmert ramoser =

Copy the value immediately after the creation. Update Application (client) ID (refer step 6) and
this client secret value in Graphus MSP portal activation page. Click Activate organization on
Graphus MSP portal.

Note: This value will no longer be accessible after you leave this blade.
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Graphus requires permissions from the APIs provided by Microsoft. To learn more about these
permissions, refer to chapter 2 of this guide.

11. In the Manage section, select APl permissions, click Add a permission, then select Microsoft
Graph from the APIs.

Dashboard > Graphus - App r

Graphus - API permissions

B overview

44 Quickstart
Manage

| Branding

2 Authentication

Certificates & secrets

& API permissions 1

€ Expose an API
¥ Owners

H Manifest

Suppert + Troublesheoting
K Troubleshooting

8 New support request

> Graphus - APl p

API permissions

Applicatians are authorized to use APIs by requesting permissions. These permissions show up ¢
grant/deny access.

Add a permission 2

API/ PERMISSIONS NAME TYRE DESCRIPTION

No permissions added

These are the permissions that this application requests statically. You may also request user cor
able permissions dynamically through code. See best practices for requesting permissions

Grant consent

As an administrator, you can grant consent on behalf of all users in this directory. Granting admi
means that end users will not be shown a cansent screen when using the application.

Request APl permissions

Select an API

Microsoft APls

Commonly used Microsoft APIs

APls my organization uses

My APlz

Microsoft Graph

Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility +
Security, and Windows 10. Access Azure AD, Excel, Intune, Cutlook/Exchange, OneDrive,
OneNote, SharePaint, Planner, and more through a single endpoint

A\, Azure Service Management
Programmstic sccess to much of the

functionality available through the Azure
porta!

=) intune

Programmatic access to Intune data

Bb SharePoint

Interact remotely with SharePoint data

More Microsoft APIs

E'E‘ Azure Batch
=T}

Schedule large-scale parallel and HPC
applications in the cloud

7] Azure Data Explorer (with

4 Multifactor Authentication)
Pecform ad-hoc queriss on tersbytes of
data to build near real-time and complex

’%4 Dynamics 365 Business Central

Programmatic access to data and
functionality in Dynamics 365 Business
Central

Ij Office 365 Management APls

Retrieve information about user, admin,
system, and policy actions and events
from Office 365 and Azure AD activity

@ Skype for Business

Integrate real-time presence, secure
messaging, calling, and conference
capabilities

?.‘ Azure Data Catalog

Pragrammatic access to Data Catalog
resources to register, annotate and
search dats sssets

E Azure Data Lake

Access to storage and compute for big
data analytic scenarios

- Ez] ) & BB
3
E g g

FA
R

(/8] Flow Service

Embed flow templates and manage flows

Power Bl Service

Programmatic access
1o Dashboard resources such
asDatasets, Tables, and Rowsin Power BI

ces in the Yammer web
messages, users, groups

~

{ faure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘P Azure Import/Export

Programmatic control of import/export
jobs

12. For Microsoft Graph API, choose Application Permissions, then select the below 10
permissions and click Add permissions.

Contacts

e Contacts.Read (Read contacts in all mailboxes)

Directory

e Directory.Read.All (Read directory data)

Group

e Group.Read.All (Read all groups)

MailboxSettings
e MailboxSettings.Read (Read all user mailbox settings)

Mail

¢ Mail.Read (Read mail in all mailboxes)
e Mail.ReadWrite (Read and write mail in all mailboxes)

A
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Member

e Member.Read.Hidden (Read all hidden memberships)

People

e People.Read.All (Read all users' relevant people lists)

User

e User.Export.All (Export user's data)
e User.Read.All (Read all users' full profiles)

GRAPHUS

»Kaseya comeany

Note: None of the DELEGATED PERMISSIONS are required.

i > Graphus - APl permissions

AP permissions

Applications are authorized to use APIs by requesting permissions. These permissions show up ¢
grant/deny access.

T Add a permission

API / PERMISSIONS NAME TYPE DESCRIPTION

MNo permissions added

These zre the permissions that this application requests statically. You may also reguest user cor
able permissions dynamically through code. See best practices for requesting permissions

Grant consent

As an administrator, you can grant consent on behalf of all users in this directory. Granting admi
means that end users will not be shown a consent screen when using the application.

Grant admin consent for Graphus

Request API permissions

CAll APIS

Microsoft Graph
https://graph.microsoft.comy Docs [/

What type of permissions does your application require?

Delegated permissions Applic:

Your application needs to access the APl as the signed-in user,
signed-in user.

Your application runs as a background service or daemon without a

Select permissions

expand all

Type to search

PERMISSION

} AccessReview

¥ Application

¥ AuditLog

» Calendars

} Calls

¥ ChannelMessage
b Chat

¥ Contacts (1)

ADMIN CONSENT REQUIRED

Contacts.Read
/]
Read contacts in all mailboxes @

Yes

O Contacts.ReadWrite
Read and write contacts in all mailboxes @

}» Device
¥ Directory

¥ Domain

© 2021 Graphus Inc. | Confidential & Proprietary
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» Graphus - APl permissions

APl permissions

Applications are authorized to use APIs by requesting permissions. These permissiens show up ¢
grant/deny access.

Add a permission

API/ PERMISSIONS NAME TYPE DESCRIPTION

Mo permissions added

These are the permissions that this application requests statically. You may also reguest user cor
able permissions dynamically through code. See best practices for requesting permissions

Grant consent

As an administrator, you can grant cansent on behalf of all users in this directory. Granting admi
means that end users will not be shown a consent screen when using the application.

in conse:

Request APl permissions

CAll APIs
¥ Device
 Directory (1)
2 Yes
O Directory.ReadWrite.All Yes

Read and write directory data @

» Domain

» EduAssignments

» EduRoster

» Files
w Group (1)
‘Group.Read.All
Read zll groups @ 3 Yes
O Group.ReadWrite.All Ves

Read and write all groups @
» IdentityRiskEvent
» IdentityRiskyUser

* MailboxSettings (1)

MailboxSettings.Read a Yes
Read zll user mailbox settings @
O Mailboxsettings.ReadWrite Yes

Read and write all user mailbox settings @
» Mail

» Member

GRAPHUS

A Kaseyacomm.v
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Request API permissions X
< AllAPIs

- Mail (2)

AP| permissions
Mail.Rea

Applications are autherized to use APls by requesting permissions. These permissions show up ¢ et a1 =l 5 Ves
grant/deny access,
Mail.ReadWrite
- - . . Yes
Read and write mail in all mailboxes @ | 6
API/ PERMISSIONS NAME TYPE DESCRIPTION [ Mail-Send Yes
Send mail as any user @
No permissions added - Member (1
These are the permissions that this application requests statically. You may also request user cor Member.Read.Hidden
able permissions dynamically through code. Se= best practices for requesting permissions Read all hidden memberships @ | 7 Yes
» Notes
¥ OnlineMeetings
Grant consent 9
As an administrator, you can grant consent on behalf of all users in this directory. Granting admi 7 Feeple (1
means that end users will not be shown a consent screen when using the application. People ReadAll -
. Read all users' relevant people lists @ | 8
¥ ProgramControl
¥ Reports
» SecurityActions
» SecurityEvents
¥ Sites
¥ Threatindicators
- User (2)
Yes
O Usgr.lm\le.A\l o Yes
nvite guest users to the organization @
User.Read.All .
Read all users’ full profil |
O User.ReadWrite All Yes

Read and write all us:

11
© 2021 Graphus Inc. | Confidential & Proprietary




13. Click Add a permission, select tab APIs my organization uses, search for Office 365
Exchange Online, and select Office 365 Exchange Online API from the results.

s > Graphus - APl permissions Request APl permissions

Select an API 2

Permissions have changed. Users and/or admins will have to consent even if they have already dor Microsoft APlsl APIs my arganization uses |My APl

L Apps in your directory that expose APIs are shown below
API permissions

Applications are authorized to use APIs by requesting permissions. These permissions show up ¢ |/’“‘ Office 365 Exchange Onling

grant/deny access.

NAME APPLICATION (CLIENT) ID
.
Office 365 Exchange Online 3 00000002-0000-0ff1-ce00-000000000000
API1/ PERMISSIONS NAME TYPE DESCRIPTION

~ Microsoft Graph (10)

Contacts.Read Application  Read contacts in:
Directory.Read.All Application  Read directory dz
Group.Read All Application  Read all groups

Mail Read Application  Read mail in all m
Mail ReadWrite Application  Read and write m
MailboxSettings.Read Application  Read all user mail
MemberRead.Hidden Application  Read all hidden n
People.Read.All Application  Read all users' rel
User.Export.All Application  Export user’s datz
User.Read.All Application  Read all users' ful

These are the permissions that this application requests statically. You may also request user cor
able permissions dynamically through code. See best practices for requesting permissions

Grant consent

As an administrator, you can grant consent on behalf of all users in this directory. Granting admi
means that end users will not be shown a consent screen when using the application.

14. For Office 365 Exchange Online API, choose Application Permissions, then select the
below six permissions and click Add permissions.

Contacts
¢ Contacts.Read (Read contacts in all mailboxes)

MailboxSettings
¢ MailboxSettings.Read (Read all user mailbox settings)

Mail
e Mail.Read (Read mail in all mailboxes)
¢ Mail.ReadWrite (Read and write mail in all mailboxes)

User
e User.Read.All (Read all users' full profiles)
e User.ReadBasic.All (Read all users' basic profiles)

Note: None of the DELEGATED PERMISSIONS are required.

12
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GRAPHUS

_ Exchange

A\ Permissions have changed. Users and/or admins will have to consent even if they have already dor
&l https://outlook.office365.com/ Docs [

What type of permissions does your application require?

API permissions

Applications are autheorized to use APIs by requesting permissions. These permissions show up ¢ Delegated permissions
grant/deny access. Your application needs to access the APl as the signed-in user. our application runs as a background service or daesmon without a
signed-in user.
+ Add a permission
API / PERMISSIONS NAME TYPE DESCRIPTION Select permissions expand all
* Microsoft Graph (10} pe to search
PERMISSION ADMIN CONSENT REQUIRED
Contacts.Read Application  Read contacts in:
o i O full_access_as_app Yes
Directory.Read.All Application  Read directory dz Use Exchange Web Services with full access to all mailboxes @
Group.Read All Application  Read all groups ¥ Calendars
Mail.Read Application  Read mail in all m ~ Contacts (1)
Mail ReadWrite Application  Read and write m Contacts.Read 1 Yes
Read contacts in all mailboxes @
MailboxSetti .Read icati il
ailboxSettings.Rea: Application  Read all user mail O Contacts.ReadWrite ves
Read and write contact Il Ib
Member.Read.Hidden Application  Read all hidden n 36 and write contacts in a1l marboxes @
» Mailbox
People.Read.All Application  Read all users rel
* MailboxSettings (1)
User.Export.All Application  Export user's dat:
MailboxSettings.Read 2
User.Read.All Application  Read all users’ ful Read all user mailbox settings @ Yes
These are the permissions that this application requests statically. You may also request user cor O MailboxSettings.ReadWrite Yes

able permissions dynamically through code. See best practices for requesting permissions Read and write all user mailbox settings @

» Mail
» Tasks
Grant consent
b User

As an administrator, you can grant consent on behalf of all users in this directory. Granting admi
means that end users will not be shown a consent screen when using the application.

Grant admin consent for Graphus

13
© 2021 Graphus Inc. | Confidential & Proprietary
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Graphus - API permissions

Request APl permissions

A\ Permissions have changed. Users and/or admins will have to consent even if they have already dor

AP| permissions

Applications are authorized to use APIs by requesting permissions. These permissions show up ¢

grant/deny access.

Add a permission

AP1/ PERMISSIONS NAME

 Microsoft Graph (10)
Contacts.Read
Directory.Read.All
Group.Read.All
Mail.Read
Mail.ReadWrite
MailboxSettings.Read
Member.Read.Hicden
People Read.All
User.Export.All

User.Read.All

Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

DESCRIPTION

Read contacts in:
Read directory dz
Read all groups

Read mail in all m
Read and write m
Read all user mail
Read all hidden n
Read all users' rel
Export user's datz

Read all users’ ful

These are the permissions that this application requests statically. You may also request user cor
able permissions dynamically through code. See best practices for requesting permissions

Grant consent

As an administrator, you can grant consent on behalf of all users in this directory. Granting admi
means that end users will not be shown a consent screen when using the application.

Grant admin consent for Graphus

© 2021 Graphus Inc. | Confidential & Proprietary

CAll APIS

Delegated permissions

Your application needs to access the APl as the signed-in user.

Select permissions

GRAPHUS

A Kaseya COMPANY

Application permissions

Your application runs as a background service or dasmon without a
signed-in user.

expand all

[ 7vpe to search

PERMISSION

[] full_access_as_app

Use Exchange Web Services with full access to all mailboxes @

b Calendars

b Contacts (1)

¥ Mailbox

» MailboxSettings (1)

¥ Mail (2)

Mail.Read 3
Read mail in all mailboxes @

Mail.ReadWrite
Read and write mail in all mailboxes @

Mail.Send
] Send mail as any user @

b Tasks

~ User (2)

User.Read.All
Read all users' full profiles g

User.ReadBasic.All
Read all users' basic profiles @ 6

ADMIN CONSENT REQUIRED

Yes

Yes
Yes

Yes

Yes

Yes

14




15. Click Add a permission, select the tab APIs my organization uses, search for Windows
Azure Active Directory, and select Windows Azure Active Directory API from the results.

> Graphus - API permissions

Permissions have changed. Users and/or admins will have to consent even if they have already dor

APl permissions

Applications are authorized to use APIs by requesting permissions. These permissions show up ¢

grant/deny access.

T Add a permission 1

API/ PERMISSIONS NAME TYPE

 Exchange (6)

Contacts.Read Application
Mail Read Application
Mail.ReadWrite Application
MailboxSettings.Read Application
User.Read.All Application
User.ReadBasic.All Application

 Microsoft Graph (10)

Contacts.Read Application
Directory.Read.All Application
Group.Read.All Application
Mail Read Application
Mail ReadWrite Application
MailboxSettings.Read Application
Member.Read.Hidden Application
People.Read.All Application
User.Export.All Annlication

DESCRIPTION

Read contacts in.
Read mail in all m
Read and write m
Read all user mail
Read all users” ful

Read all users” ba

Read contacts in.
Read directory dz
Read all groups

Read mail in all m
Read and write m
Read all user mail
Read all hidden n
Read all users® rel

Fynort user's dat:

Request API permissions

Select an API 2

Microsoft APls | APls my organization uses

My APls

Apps in your directory that expose APIs are shown below

| £ Windows Azure Active D\rector;i

NAME

Windows Azure Active Directory

3

APPLICATION (CLIENT) ID

00000002-0000-0000-c000-000000000000

16. For Windows Azure Active Directory API, choose Application Permissions, then select the
below two permissions and click Add permissions.

Directory

e Directory.Read.All (Read directory data)

Member

e Member.Read.Hidden (Read all hidden memberships)

Note: None of the DELEGATED PERMISSIONS are required.

© 2021 Graphus Inc. | Confidential & Proprietary
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Graphus - API permissicns RequES‘t API permissions

< All APIS

Azure Active Directory Graph
https://graph.windows.net/ Docs [

A\ Permissions have changed. Users and/or admins will have to consent even if they have already dor

APl permissions 0 Azure Active Directory Graph APls 2re available via the Micrasoft Graph APL. You may want to consider using Microsoft Graph instead.

Applications are authorized to use APIs by requesting permissions. These permissions show up ¢
grant/deny access.

t Add a permission

API/ PERMISSIONS NAME TYPE DESCRIFTION

What type of permissions does your application require?

Delegated permissions

Your application needs to access the API as the signed-in user. Your application runs as a background service or daemon without

signed-in user,
 Exchange (6)

Contacts.Read Application  Read contactsin:  Select permissions expand all
Mail.Read Application  Read mail in all m Type to search
Mail ReadWrite Application  Read and write m PERMISSION ADMIN CONSENT REQUIRED
MailboxSettings.Read Application  Read all user mail ¥ Application
User.Read.All Application  Read all users’ ful ¥ Device
User.ReadBasic.All Application  Read all users' ba ~ Directory (1)
* Microsoft Graph (10) Directory.Read.All 1 Yes
Read directory data @
Contacts.Read Application  Read contactsin, O Directory.ReadWrite. All Yes
Read and write directory data @
Directory.Read.All Application  Read directory dz
¥ Domain
Group.Read.All Application  Read all groups
~ Member (1)
Mail Read Application  Read mail in all m
Member.Read.Hidden
2 Yes
Mail.ReadWrite Application  Read and write m Read all hidden memberships @
MailboxSettings.Read Application  Read all user mail
Member.Read Hidden Application  Read all hidden n
People.Read.All Application  Read all users® rel
User.Export.All Annlication  Fxnort user’s dat:

16
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17. Click Grant admin consent for <your organization> button in Grant Consent section. Then,
click Yes button on the confirmation popup.

= Graphus_New_1| APl permissions &

b Azume Actwe Direciory B Cverdew
slresdy has to below.
& usene & Quickstart
B ernerpeise spplications o integratic
RETTTIFSSIONS

. app registrations
Manage uthonized 1o call AR5 whe
all the permissions the apy

zarser process, The

F orfigured peimissions should ir

= " needs. Laas

B iranding

D authentication & :\nl " Grant ademi

prrmi nsent for Graphis

Certificates & secrets AP| / Permissions name Type Deseription Admin consent req...  Status

1 Teken config

jon

& AP| permissions Read directary data Ye¢

G Expose an AF Feadt 31 hidden memt Vs

Ves

& Apphicalsn Vs
W it apphcaticn ey
Suppart + Troubleshaating Mail Fead phication  Read mad in all mailbowes wes
& Troublesho Apphcaton R wire masl = all mailbones s
B new spport re Applhcaticn  Read and SEr MARIOK settings e
application  Rad all hidden memberships Ves

cheation  Red g3’ relivant people bists Ves Ga

EXpart users cata Yex

full prafies s @ Cranved for Graghusing  ee

If the action is successful, the confirmation message will be displayed as below.

Dashboard > App registrations > Graphus_New_1

- Graphus_New_1| APl permissions =

2 search (Ctrl+)) « () Refresh 2 Got feedback?

B Overview @ Successiully granted admin consent for the requested permissions.

& Quickstart

# Integration assistant A\ This application is using Azure AD Graph API, which is on 2 deprecation path. Starting June 30th, 2020 we will no longer add any new features to Azure AD Graph APL. We strongly recommend that you upgrade your application to use Microsoft
Graph APl instead of Azure AD Graph API to access Azure Active Directory resources. Learmn more

Manage

= eranding Configured permissions

D Authentication Applications are authorized to call APIs when they are granted permissions by users/admins as part of the cansent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent
Certificates & secrets

Add a permission " Grant admin consent for Graphus Inc

Token configuration

API / Permissions name Type Description Admin consent req...  Status
9 AP| permissians

“ Azure Active Directory Graph (2)

& Expose an API

Directory.Read All Granted for GraphusInc ===
2 App roles | preview rectory.Rea Application  Read directory data Yes (] Pl
= Cuners Member.Read.Hidden Application  Read all hidden memberships Yes @ Granted for GraphusInc ===
~ v Migrosoft Graph (10) L
& Roles and administrators | Preview Vet e )
M Manifest Contacts Read Application Read contacts in all mailboxes VYes @ Granted for Graphus Inc ~ +++
Directory Read All Application  Read directory data Yes @ OGranted for GraphusInc ==+
Support + Troubleshooting
Group.Read All Application  Read all groups Yes @ Granted for GraphusInc ==+
&2 Troubleshooting
i Mail Read! Application  Read mail in all mailboxes Yes @ Granted for Graphus Inc  ++
& New support request
Mail. ReadWrite application  Read and write mail in all mailboxes Yes @ Granted for Graphus Ing +o0
MailboxSettings.ReadWrite  Application  Read and write all user mailbox settings Yes @ Granted for GraphusInc ==+
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Note: It usually takes 5 -10 minutes for the changes to take effect in Azure AD.
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2. Required Permissions

For the seamless integration of Graphus application with your organization and detection and
remediation of various kinds of email attacks, a set of permissions is required for following Microsoft
APlIs.

e Microsoft Graph
e Office 365 Exchange Online
e Windows Azure Active Directory

The following table describes why certain permissions are needed by Graphus.

Microsoft Graph

Permission Required for

Required to fetch the email address, first name and last name of the

User.Export.All users in an organization to detect the impersonation.

Required to fetch the shared contacts of a user in an organization to

People.Read.All build the Trust Graph.

MailboxSettings.Read Required to get the current status of a mailbox.
Required to get the information of all the groups (public and private)
Member.Read.Hidden that a user belongs to. It is used by Graphus to detect mails sent to
group email addresses.
Mail.Read Required by Graphus for the detection of email attacks.
Required by Graphus for detection of email attacks and insertion of
Mail.ReadWrite EmployeeShield in an email. This is also required to delete mail from a

user's inbox when an email attack needs to be guarantined.

Required to fetch the email addresses, first name and last name of the

Contacts.Read ) o . ;
users in an organization to detect user impersonation.

Required to get the information of all the groups that a user belongs to.
It is used by Graphus to detect mails sent to group email addresses.
This is also needed when only a subset of users belonging to a group
is required to be protected.

Group.Read.All

Required to fetch detailed attributes of all the users and groups in an

Directory.Read Al organization for detection of email attacks.

Required to make a decision to either process the user's mailbox by

User.Read.Al Graphus or not. This information is also required in the oAuth flow.

19
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Office 365 Exchange Online

Permission Required For

User Read Al Required to make a decision to either process the user's mailbox by
' ) Graphus or not. This information is also required in the oAuth flow.

Required to make a decision to either process the user's mailbox by
Graphus or not. This information is also required to fetch the email
address, first name and last name of the users in an organization to
detect user impersonation.

User.ReadBasic.All

MailboxSettings.Read Required to get the current status of a mailbox.

Required to fetch the email addresses, first name and last name of users

Contacts.Read . L . i
in an organization to detect user impersonation.

Mail.Read Required by Graphus for the detection of email attacks.
Required by Graphus for detection of email attacks and insertion of
Mail.ReadWrite EmployeeShield in a mail. This is also required to delete mail from a

user's inbox when an email attack needs to be quarantined.

Windows Azure Active Directory

Permission Required For
Required to get the information of all the groups (public and private) that
Member.Read.Hidden a user belongs to. It is used by Graphus to detect mails sent to group

email addresses

Required to fetch deep-level information of all users and groups in an

Directory.Read Al organization for detection of email attacks

20
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3. Graphus Application Deactivation
If, for any reason, you want to deactivate Graphus application from your environment, then please
follow the below steps.
Steps
1. Login to Office 365 portal and select Admin.
3 Office 385 B Searsh o0 &

Apps

o a | | &
Word Encel

PowerPaint

Dutlook Onelrive

Explare all yous aps

Documents

Recent Finned  Shared with me  Discover

© 2021 Graphus Inc. | Confidential & Proprietary
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2. Expand Admin centers and choose Azure Active Directory.

Microsoft 365 admin center

Graphus O Search users, groups, settings or tasks -+ Add card
I ™ Home
Essentials
2 Users ~
User management o Billin e Training & guides o (
£ Groups ~ 9 9 9 &9
B ewwes 7 User management %0.00 ruiicone ®  Tining for admins \
- Microsoft 365 tutorials and videos
= il A Add, edit, and remove user accounts, and reset passwords.
,‘4 Customized setup guidance
Qs " - Choose a setup path to fit your org
uppol
£ Settings ~ I:l Training for users
{[/  Learn o use Office 365 and the Office apps
£ Setup ~ Add user Edit user Y Balance Subscription ~
b Reports ~
% Health ~

Admin centers

J Security & Compliance

&  Azure Active Directory

Exchange
o 9
B SharePoint

& Teams

3. Click Azure Active Directory.

Azure Active Directory admin center

Dashboard v | + Newdashboard 7 Upload { Download ¢ Edit .7 Fullscreen [ Clone  [il Delete
[ pashboard
= All services Graphus Welcome to the Azure AD admin center Quick tasks
graphuss.onmicrosoft.com
FAVORITES
. . Add a user
@ RaureschveiDEedosy ® You already have Azure Active Add a guest user
ﬁ Users M ! U . Directory. Use it to make Office 365 A_cld a group
even better. Find a user
= : Find a group
sg Enterprise applications .
® P PP Azure AD for Office 365 | Try Azure AD Premium See how Azure AD can help your organization Find an enterprise app
Users and groups Recommended Azure portal
ortal.azure.com
e Sync with Windows Server AD P = “
Sync users and groups from your on-

premises directory to your Azure AD
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4. In the Manage section, click App registrations and then choose
the Graphus application from the application list.

* Dashhoard > Graphus - App registrations

[ pashbonrd Graphus - App registrations

12 Al services )

« & rew registration &P Fndpoints A Traubleshasting W cot feedbari?
vORITES

P - ~ 0 & P and i 4 ione (Row Genarally Availsble). Ses what's naw —

4P Azure Active Directory D Ouverview

o Users w' Getting started A\ Logikng to learn how t's changed from App registratians (Legacy)? Leam mors

SHll want to wie App registrations (Lega)? Go bick and tell us why

B Emerprse applications Manage
B Users All appiicatizns  Owned applieations
o Groups
®5 Organizational relationships ESPLAY PR AFPLCATION [ELIERT) 12 CHLATID OM CLRTIBCATES -
& Rales and administrators o 1 Sared snzra0na
B Enterprise applications
B Devices

:

AP regutrations (Legacy)

Identity Governance

nEaE

application proxy

“ Licenses

Azure AD Connect

! Custom domain names

I Mobility (MO and BN
Password reset

T campany branding

& User settings

! Properties

B motfications settings

Securty

D overview iPreview)
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5. Click the Delete button for the Graphus application.

Dashboard » Graphus - App registrations > Graphus

Graphus
b mmmmmmmmm e & Endpoints
. overview
Display name : Graphus Supported account types : My organization only
@ .
Quickstart Application (client) ID : 3700bASe-4965-4276-01c1-2ef3c1cfI002 Redirect URIS : 1 web, 0 public client
Manage Directory (tenant) ID @ 9ff61353-31f6-4a%9a-8d65-aa1181284684 Managed application in... : Graphus
- Object ID : d193360b-ab21-450d-becbe-c6886a72a088
&8 eranding

»

2D Authentication

Certificates & secrets o Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)? Learn more

- APl permissions

Expose an API
w Call APIs Documentation
Microsoft identity platform

Owners
Fl Manifest Eﬂ Authentication scenarios
Authentication libraries

+ B
£
Support + Troubleshooting @ Code samples
X g ® & Microsoft Graph
e Troubleshooting Glossary

Build more powerful apps with rich user and business data Help and Support

from Microsoft services and your own company's data
sources.

View API Permissions

2 MNew support request

Sign in users in 5 minutes

EOOR»DIRO

Use our SDKs to sign in users and call APIs in a few steps

View all quickstart guides
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6. Click Yes on the confirmation popup.

Dashboard > Graphus - App registrations > Graphus

Graphus

“« @ Delete @@ Endpoints
B overview

& Quickstart Existing managed application in local directory. Delete application Graphus?

Manage

B eranding

»

D Authentication

Certificates & secrets o Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)? Learn more

b

API permissions

& Expose an API

&

Call APIs Documentation
Owners
Microsoft identity platform
Authentication scenarios

i Manifest ﬁ l:l: Eﬂ
Eﬂ Authentication libraries
Support = Troubleshooting \]:> Code samples
X % ® = Microsoft Graph
¥ Troubleshooting Glossary
Help and Support

)

2 New support request Build more powerful apps with rich user and business data

from Microsoft services and your own company's data
sources.

View APl Permissions

Sign in users in 5 minutes

ORI DIRD

Use our SDKs to sign in users and call APIs in a few steps

View all quickstart guides

After deletion is successful, a confirmation message will appear as depicted below.

X
9D Delete application T:45 PM
Successfully deleted application Graphus.

+ New registration @ Endpaints % Troubleshooting W Got feedback?

@ \elcome to the new and improved App registrations (now Generally Available). See what's new =

AL Looking to learn how it's changed from App registrations (Legacy)? Le:
still want to use App registrations (Legacy)? Go back and tell us why

All applications ~ Owned applications
0

DISPLAY NAME APPLICATION (CLIENT) ID CREATED ON CERTIFICATES & SECRETS

This account isn't listed as an owner of any applications in this directory.

View all applications in the directory

After this step, the Graphus application and its associated API permissions will be successfully
removed.
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